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The article is devoted to the theoretical substantiation and practical analysis of the implementation of
blended learning based on cloud technologies and virtualization into the system of dual training for
engineering personnel in vocational education and training (VET) institutions of Ukraine. The study
analyzes the current challenges of the domestic vocational education system under martial law,
including infrastructure constraints, lack of physical equipment, and safety risks for underage students.
The relevance of the study is reinforced by statistical data indicating a reduction in the number of VET
institutions offering dual programs and a low level of Ukrainian business involvement in this process
(only 1.4% of companies compared to 32.4% in the EU).

In the context of the sectoral reform, the provisions of the new Law of Ukraine "On Vocational
Education" No. 4574-1X of August 21, 2025, are analyzed, which secures the academic and financial
autonomy of institutions and legitimizes flexible learning models. The effectiveness of using cloud-based
resource access models (SaaS, Azure Lab Services, AWS Academy) to deploy isolated virtual machines
and simulators with specialized engineering software is substantiated, which eliminates the problem of
incompatibility of students' home hardware. The didactic potential of virtual laboratories (VLabs) and
digital twins (Digital Twins) technologies is analyzed as tools for safe "pre-dual” training of students,
ensuring the formation of not only professional skills (Hard Skills) but also digital literacy, critical
thinking, and soft skills (Soft Skills).

Special attention is paid to the transformation of the role paradigm of learning subjects (the teacher as
a facilitator) and the integration of LMS Moodle with Google cloud services for end-to-end monitoring
within the "educational institution — student — enterprise” triad. Technical and security risks of cloud
migration are identified, and comprehensive cybersecurity levels (technical, organizational, and
competence-based) are proposed. Based on the analysis of European experience (the MARLA and
HubbS projects in Germany, apprenticeships in Poland, and the digitalization of Dudlna Akadémia in
Slovakia) and the best cases of Ukrainian companies (DTEK Grids, Interpipe, SoftServe), the prospects
for creating a single national platform for sharing engineering simulators in the post-war
reconstruction of Ukraine are outlined.
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Cmammio npucesiyeHo meopemuyHOMY OOIPYHMYGAHHIO MA NPAKMUYHOMY AHANIZY 6NPOBAOICEHHS
3MIWAHO20 HABYAHHA HA 34Acadax XMAPHUX MeXHONoz2il ma eipmyanizayii 6 cucmemy OyaibHOL
ni020MoBKU [HOHCeHepHUX Kaopis y 3akaadax npogeciinoi (npogheciiino-mexuiunoi) ocgimu Yxpainu. ¥
00CHIONCEHH] NPOAHANIZ08AHO CYUACH] BUKIUKU BIMYUSHAHOI cucmemu npoghecilinoi oceimu 8 ymosax
B0EHHO20 CMAHY, 30Kpema IHpacmpykmypHi oOMmedceHHs, Oeiyum @isuuno2o 061a0HAHHA ma
be3neko8i pusuku O HENOBHONIMHIX 3000y8auis. AxkmyanbHicmb OO0CHIONCEHHS NIOCUTIOEMbCS
CMAmMUCMuyHUMU OaHUMU, SKI c8i0Yamsv Npo cKopouenHs Kinvkocmi 3axnadie I1TO, wo npononyioms
O0yanbHi npoO2pamy, ma HU3bKULL pieeHb 3a1y4eHocmi YKpaincbkoz2o Oiznecy 00 ybo2o npoyecy (nuuie
1,4% xomnaniti npomu 32,4% y €C).

Ocobnugy ysazy npudireno mparcgopmayii ponbogoi napaduemu cy0'ekmie HAGUAHHS (8UKIA0AYA K
¢acunimamopa) ma inmeepayii LMS Moodle 3 xmapnumu cepgicamu Google 011 Hackpiznozo
MOHIMOPUHEY 8 mMpiymeipami «3aKknad oceimu — yueHb — NiOnpuemcmeoy. Buznaveno mexuiuni i
be3nexosi pusuku XMapHoi miepayii ma 3anponoHo8an0 KOMNIEKCHI pigHi Kibep3axucmy (mexuuyHutl,
Op2aHi3ayitiHULL Ma KOMNemeHmHICHULL).

Knruoei cnosa: npogecitina ocgima, dyanvha ocgima, nid2omoexka mMaubymuix ¢axieyie iHoceHepHux
cneyianbHocmetl, yugposa mparcgopmayis oceimu,; 3aKnad npo@ecitinoi oceimu, 3miiane HAGUAHHI,
iH(hopmayiino-ocsimue cepedosuuye; 3000y8ay 0Ceimil.

The contemporary system of vocational education and training (VET) finds itself at a
bifurcation point, where traditional methodologies of engineering personnel training
encounter the necessity of total digitalization and adaptation to conditions of constant
uncertainty. Blended learning, based on the integration of face-to-face classes and digital
platforms, has ceased to be merely an auxiliary tool and has transformed into a fundamental
cornerstone for training skilled workers and engineers [14]. In the context of engineering
education, this approach demands not just the use of computers, but the deep implementation
of cloud computing and virtualization technologies, which allow mitigating the deficit of
physical equipment and ensuring educational continuity even in high-risk zones [19].

The dual form of education, which inherently implies close synergy between an
educational institution and the real economic sector, receives a new impetus thanks to cloud
solutions. This allows synchronizing the theoretical framework that a student acquires
remotely or in the classroom with practical skills practiced in production or within virtual
simulation environments [20]. The transition to a model consisting of 30% theory and 70%
practice, as declared in the Concept of Dual Training Specialist Development, requires a high
level of technological maturity from VET institutions [8].
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Current State of Research. In recent years, the theoretical and methodological
foundations of blended learning and its integration into the educational process have become
the subject of close attention among many domestic and foreign scholars. In scientific
discourse, the concept of blended learning is viewed not simply as a mechanistic combination
of face-to-face and remote classes, but as a flexible pedagogical philosophy of personalized,
differentiated, and hybrid learning, which necessarily integrates the latest digital technologies
to support and expand the daily cognitive activity of students [14]. Researchers emphasize
that the effectiveness of such a model directly depends on constructing a coherent
information-educational environment, wherein electronic components do not duplicate
classical formats but qualitatively transform the interaction between the teacher and the
student.

Digitalization becomes of particular importance in the field of vocational (vocational-
technical) and engineering education. The implementation of blended learning in technical
personnel training requires a transition from abstract textual platforms to the active use of
cloud computing and virtualization technologies [15]. As noted by O. M. Spirin and
O. S. Holovnia, the technological core of modern engineering didactics lies in the utilization
of cloud virtual machines and isolated containers, which allows individualizing the selection
of learning tools and resolving the critical issue of local IT infrastructure security [15].

At the same time, contemporary researchers propose viewing the virtualization of
education not merely as a set of software tools, but as a profound psychological and
pedagogical phenomenon. Thus, S. Lukashchuk interprets the virtualization of educational
space as a natural component of a modern personality's life-creativity, which directly
influences their comprehensive development and the formation of a «digital style of
professional activity» [7]. H. M. Rozlutska, V. S. Nazarov, and V. Z. lvaskevych conclude
that the synergy of virtual platforms with cloud services and Google tools represents a
strategic approach that adapts students to the requirements of a globalized digital professional
environment, while stimulating their autonomy and independence [12].

Despite a significant number of works dedicated to separate aspects of utilizing cloud
platforms and simulators, the question of their complex combination within the framework of
the dual form of education in Ukraine remains under-researched. The majority of existing
models are designed for classical distance learning in higher education institutions and do not
account for the specifics of interaction between a VET institution and a partner enterprise, nor
do they address the acute infrastructural and security challenges of martial law [5]. This
necessitates the scientific substantiation and practical development of a blended learning
model for engineers based on cloud technologies and virtualization, adapted to the modern
realities of dual training in Ukraine.

The purpose of the article is to provide a theoretical substantiation and practical
analysis of implementing blended learning based on cloud technologies and virtualization into
the system of dual training for engineers in vocational (vocational-technical) education
institutions of Ukraine.

The implementation of cloud technologies in the professional education of engineers
ensures not only flexibility but also significant economic efficiency. The SaaS (Software as a
Service) model allows educational institutions to abandon the maintenance of powerful server
rooms and the purchase of expensive local licenses, shifting toward subscriptions to cloud
solutions that update automatically [14].
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The Azure Lab Services and AWS Academy platforms provide ready-made tools for
creating virtual learning environments. For instance, Azure Lab Services allows an instructor
to deploy virtual machines with pre-installed engineering software (SolidWorks, AutoCAD,
Matlab) for an entire group within minutes [18]. This eliminates the problem of
incompatibility between students' home hardware and the requirements of professional
software.

AWS Academy offers specialized courses, such as «Data Center Technician», which
combine deep theoretical training with laboratory work in the cloud. Although these courses
possess an IT focus, they require basic knowledge of mechanics and electrical engineering,
making them ideal for the interdisciplinary training of modern maintenance engineers [17].

Virtualization in the context of VET is not only about running operating systems in
virtual machines but also about creating digital copies of physical processes and objects.
Virtual laboratories (VLabs) are becoming a bridge between the theoretical course and
working with real hardware.

Studies show that virtual laboratories serve as a powerful predictor of engineering
education outcomes. The learning motivation effect when utilizing VLabs amounts to 3.571
(on the Hedges' g scale), which stands as one of the highest metrics among all educational
technologies [22]. This is explained by the opportunity for safe experimentation and receiving
instant feedback without the risk of damaging expensive equipment or suffering injuries [26].

The technology of digital twins represents the pinnacle of virtualization in Industry
4.0. It involves creating a virtual model of a physical asset that exchanges data with the
original. The «Digital Twin on Smart Manufacturing» project (2024-2026), involving
institutions from Italy, Spain, Germany, and other EU countries, is aimed at integrating these
technologies into VET [21].

The educational curriculum of the project covers industrial systems virtualization,
design, testing, and maintenance of machinery according to Industry 4.0 standards. This
allows the realization of an ideal model of dual education: the enterprise provides a digital
twin of its production line, and the student practices diagnostic and repair skills on this model
within the educational institution before moving on to real manipulations on the shop floor
[21].

The implementation of the dual form in Ukraine has faced serious challenges caused
by war and demographic changes. An analysis of the KSE Institute report (June 2025) reveals
a series of critical trends that demand an immediate response through digitalization tools [4].

The popularity of the dual form remains insufficient: in 2024, only 5,000 applicants
chose this format during admission [27]. The number of VET institutions offering dual
programs decreased from 223 in 2019 to 176 in 2024 (26.4% of the total number) [4].

One of the main inhibiting factors is the low level of business involvement as a whole
— only 1.4% of Ukrainian companies participate in dual education, whereas the average figure
in the EU stands at 32.4%. Meanwhile, the employment rate of dual program graduates is
extraordinarily high at 81.4%, which exceeds the indicators of the traditional form by 13%
[4]. This indicates the high quality of training, but insufficient scalability of the model.

The specificity of VET in Ukraine lies in the fact that 58.8% of students are minors,
and 70.6% are 9th-grade graduates who are simultaneously obtaining complete secondary
education. Labor legislation significantly limits working hours for individuals aged 14-15 (up
to 12 hours per week during the school year), making them less attractive to business.
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Furthermore, work in many engineering and manual trades (welding, heavy machinery) is
prohibited for individuals under 18 due to hazardous working conditions [4].

This is precisely where virtualization and cloud technologies emerge as a critical
solution. A student can undergo «pre-dual» training in a virtual workshop, practicing all
hazardous operations in a VR headset, and enter a real workplace already at the age of 18,
possessing full psychological and cognitive readiness for work [13].

The legislation in the field of dual and vocational education has undergone a
substantial update. The Law of Ukraine «On Vocational Education» No. 4574-1X of August
21, 2025, defines new principles of academic autonomy for institutions [10].

The new legislation secures the right to self-governance for VET institutions,
including financial and personnel independence. Institution heads are obliged to create
conditions for the realization of individual educational trajectories, which effectively
legitimizes the use of cloud platforms for flexible learning models [10].

An important aspect is the differentiation of training types:

1. Vocational training: initial acquisition of a qualification.

2. Retraining: changing profiles on the basis of already existing education.

3. Advanced training: improving skills within the profession [10].

A separate role is played by the Regulation on the Dual Form of Vocational Education
(MES Order No. 1551), which regulates relations between the institution, the student, and the
employer [3]. However, analysts point out the persistence of a certain confusion in specific
clauses of this Regulation, which holds back the mass implementation of duality. There is also
the problem of «gray» dual education, where enterprises do not officially register students to
avoid paying 50% of the wage in favor of the educational institution [3].

When evaluating the essence of digitalization, it is important to consider virtualization
as a large-scale socio-cultural and psychological phenomenon of the modern educational
space. The virtual learning environment possesses specific characterological properties that
influence the processes of comprehensive development and life-creativity of the future
specialist's personality. Simultaneously, such virtualization acts as a strategic approach that
adapts the educational paradigm to the requirements of the globalized labor market; however,
it must function precisely as an effective supplement to the traditional model (which is a basic
principle of duality), rather than its complete replacement [7].

The experience of European Union countries, particularly Germany, Poland, and
Slovakia, provides valuable benchmarks for the Ukrainian reform.

Germany, as a leader in dual education, implements a large-scale strategy for the
digitalization of vocational schools through the «Digital Pact for Schools». Projects supported
by the Federal Ministry of Education and Research (BMBF) develop exemplary solutions for
using Web 2.0 and mobile technologies in educational practice.

One of the most vivid examples is the MARLA (Masters of Malfunction) project,
within which a VR application was created for training wind turbine maintenance specialists.
Students practice fault diagnostics on a virtual offshore installation, allowing them to avoid
massive transportation costs and life risks during training [20].

Moreover, Germany has implemented the HubbS (Hub for Vocational Schools)
platform — a digital environment for sharing educational materials and facilitating
communication among teachers across all 16 federal states. This prevents resource duplication
and promotes the rapid dissemination of innovative methodologies [25].

213



30ipHUK HayKOBHX Npalb
YMaHCBKOr0 1ep:KaBHOI0 NMeJATrOTiYHOTr0 YHIBEPCUTETY Bun. 2, 2026

The Polish VET system is based on close cooperation with sectoral organizations that
constantly update the classification of professions in accordance with market needs. The
«apprenticeship internship» (staz uczniowski) program allows for flexible integration of
workplace assignment into the curriculum, using digital platforms to monitor student progress
[25].

In turn, Chinese scientists M. Wu and P. Liu focus on a comparative analysis of the
German model of «duale ausbildung» and the possibilities of its implementation in the Asian
educational space, emphasizing the high adaptability of such systems to the needs of high-
tech industries [20].

In Slovakia, the case of Dudlna Akadémia is indicative, having undergone a journey of
complete digital transformation of management with the assistance of the company
Revolware. Replacing ad-hoc solutions with a structured Microsoft 365 architecture allowed
the institution not only to stabilize its finances (saving over 1,700 euros per month in
operating costs) but also to upgrade the quality of education through the implementation of
electronic schedules and digital signatures for certificates [24].

Despite difficult conditions, Ukrainian companies demonstrate high efficiency in
implementing elements of dual education using digital tools.

The DTEK Grids dual education project has been recognized as one of the best
examples of economic accessibility on the state portal «Diia.Business». Students of energy
specializations combine college studies with work on the company's modern equipment.
Digital tools are utilized for remote theoretical learning during air raids and emergencies,
ensuring the continuity of personnel training for critical infrastructure [11].

The experience of SoftServe illustrates an explosive growth in demand for cloud
competencies. From 2021 to 2025, the share of DevOps/Cloud graduates grew fivefold. The
Academy utilizes a blended learning model, where 80% of entry-level vacancies in the
company are filled by graduates of its own educational programs, trained according to the
dual principle in close cooperation with universities and colleges [23].

The large-scale migration of the educational process to the cloud gives rise to new
threat vectors. For VET institutions, the main risks include phishing, attacks on servers
containing exam results, and data leaks of minor students [16].

Therefore, we must turn our attention to cybersecurity strategies. Data protection in
vocational education requires a comprehensive approach:

1. Technical level: mandatory use of VPN for accessing virtual laboratories, multi-
factor authentication (MFA), and regular data backup in geographically remote cloud storage
repositories [14].

2. Organizational level: development of clear instructions for safe network operations
and the formation of «digital hygiene» among students and staff [21].

3. Competence level: inclusion of cybersecurity modules into all engineering
specializations, since a modern engineer works within the networked Industrial 10T
environment [21].

An important didactic aspect of the cloud transformation of dual education is the
change in the role paradigm of educational process subjects. The implementation of virtual
platforms requires instructors and industrial training masters to shift from the traditional
reproductive model of knowledge transmission toward the functions of a facilitator, tutor, and
moderator of the student's individual educational trajectory. The cloud-oriented environment

ISSN 2307-4906
214



30ipHUK HayKOBHX Npanb
Bun. 2, 2026 YMaHCBKOI0 1epsKaBHOI0 11eJarOrivHOro yHiBepCUTETY

ensures continuous monitoring of educational achievements in real-time, which significantly
increases the level of pedagogical management and optimizes feedback between the VET
institution and the partner enterprise [1].

An important step in ensuring the accessibility and quality of education is the
integration of specialized learning platforms (such as LMS Moodle) with public cloud
services (in particular, the Google ecosystem), which creates favorable conditions for
collaborative learning, group interaction, and a significant increase in the academic autonomy
of students within the dual process [12].

Of particular significance is the development of the capacity for independent learning
(Lifelong Learning). In the blended model, the student acts as a subject rather than an object
of learning, independently planning their schedule and choosing trajectories on cloud
platforms [14].

The post-war reconstruction of Ukraine will require a qualitatively new level of
engineering training, where dual education based on cloud technologies will become a driver
for industrial recovery.

Alongside technological advantages, the practical deployment of virtualization tools
reveals a series of specific problems: the probability of hardware and software failures,
fluctuations in the functioning speed of virtualized systems on outdated equipment, a lack of
adapted methodical instructions for students, and uneven conditions for their independent
work. To mitigate these factors, it is advisable to apply a variable approach (combining
several technological solutions), as well as to optimize the IT infrastructure architecture on
the basis of modern low-energy servers and contemporary Data Centers, allowing the
consolidation of applications of different generations on a single platform [15].

A separate critical challenge when deploying the blended form of learning based on
SaaS models is ensuring cybersecurity and protecting the personal data of students as well as
the internal information of client enterprises. The integration of local LMS platforms with
public cloud repositories accentuates the need to develop clear data encryption protocols,
differentiate access rights (especially when working with virtual copies of real production
systems), and comply with the requirements of the current legislation of Ukraine in the field
of information protection [9].

Conclusions and Research Prospects. The article provides a theoretical substantiation
and reveals the practical aspects of modernizing the dual form of engineering personnel
training in VET institutions based on the systemic integration of blended learning, cloud
computing, and virtualization technologies. The synthesis of scientific discourse and
advanced pedagogical experience allowed reaching the following key conclusions:

1. It has been proven that under the conditions of contemporary socio-cultural
transformations brought about by the deployment of the Industry 4.0 concept and the security
challenges of martial law in Ukraine, the virtualization of the educational environment acts as
a strategic didactic tool. It ensures flexibility, continuity, and inclusiveness of the educational
process, effectively mitigating infrastructural limitations and the deficit of expensive physical
equipment through the deployment of cloud-based resource access models.

2. It is substantiated that the use of cloud-oriented simulators (including SaaS, Azure
Lab Services, and AWS Academy models), interactive training devices, and digital twin
technologies (Digital Twins) allows for the successful realization of the competency-based
approach. This toolkit ensures the formation of not only basic professional skills (Hard Skills)
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and digital literacy in a safe, controlled environment, but also stimulates the development of
flexible skills (Soft Skills), critical thinking, and the capacity for lifelong learning through an
increase in students' academic autonomy.

3. Itis established that the cloud transformation of the dual space fundamentally alters
the role paradigm of learning subjects, turning the instructor and the industrial training master
into facilitators and moderators of the student's individual educational trajectory. The
integration of platforms like LMS Moodle with public Google services creates optimal
conditions for collaborative interaction and ensures end-to-end monitoring of learning
outcomes within the triad of «educational institution — student — client enterprise.»

4. It is determined that the large-scale implementation of virtualization tools is
associated with a series of specific risks: technical failures, limitations of an outdated local
hardware base, and cybersecurity threats. An effective way to overcome these challenges is
the application of a variable technological approach, optimization of the IT infrastructure
architecture based on modern low-energy servers and Data Centers, as well as the
implementation of reliable encryption protocols and differentiation of access rights to protect
the confidential information of partner enterprises.

Prospects for further research in this direction lie in the development of
comprehensive scientific and methodical support and clear criteria for evaluating the
effectiveness of the «pre-dual» virtual training of students. An urgent task also remains the
design of a single national cloud-oriented platform (following European analogues) for
sharing licensed engineering software and interactive simulators between vocational
education institutions and stakeholders of the real economic sector.

Conflict of interest. The authors declare that they have no conflicts of interest.

Research funding. This study was conducted without external funding.

Data availability. The study did not involve the use of specific datasets.

Use of artificial intelligence tools. No artificial intelligence tools were used in the
preparation of this work.

Author contributions. The authors’ contributions are equal.

REFERENCES

1. Bykov, V. Yu., & Shyshkina, M. P. (2021). Tsyfrova transformatsiia osvitnyoho seredovyshcha:
khmarno oriientovani rishennia i servisy [Digital transformation of the educational environment: cloud-
oriented solutions and services]. Informatsiini Tekhnolohii i Zasoby Navchannia [Information
Technologies and Learning Tools], 85(5), 1-17. DOI: https://doi.org/10.33407/itlt.v85i5.4673 [in
Ukrainian].

2. Vykorystannia virtualnykh laboratorii u pidhotovtsi fakhivtsiv z telekomunikatsii [The use of virtual
laboratories in the training of telecommunications specialists]. (2021). Pedahohika Formuvannia
Tvorchoi Osobystosti u Vyshchii i Zahalnoosvitnii Shkolakh [Pedagogics of the Formation of a Creative
Personality in Higher and General Education Schools], (75), 137-142. URL: https://pedagogical-
academy.com/index.php/journal/article/download/255/137/280 [in Ukrainian].

3. Ministry of Education and Science of Ukraine. (2023). Dualna osvita [Dual Education]. URL:
https://mon.gov.ua/osvita-2/profesiyno-tekhnichna-osvita/reforma-profesiynoi-osviti/derzhavno-
privatne-partnerstvo-ta-dualna-osvita/dualna-osvita [in Ukrainian].

4. Kyiv School of Economics. (2025). Dualna profesiino-tekhnichna osvita v Ukraini: Analitychnyi zvit
[Dual Education in Ukraine: Vocational and Technical: Analytical Report]. KSE Institute. URL:
https://kse.ua/wp-content/uploads/2025/09/Zvit.-Dualna-profesiyno-tehnichna-osvita.pdf [in Ukrainian].

5. Kapranov, Ya. V., Kushnir, L. O., & Horiachok, I. V. (2023). Virtualizatsiia yak zasib navchannia v
zakladakh osvity Ukrainy [Virtualization as a learning tool in educational institutions of Ukraine].

ISSN 2307-4906
216


https://www.google.com/search?q=https://doi.org/10.33407/itlt.v85i5.4673
https://pedagogical-academy.com/index.php/journal/article/download/255/137/280
https://pedagogical-academy.com/index.php/journal/article/download/255/137/280
https://mon.gov.ua/osvita-2/profesiyno-tekhnichna-osvita/reforma-profesiynoi-osviti/derzhavno-privatne-partnerstvo-ta-dualna-osvita/dualna-osvita
https://mon.gov.ua/osvita-2/profesiyno-tekhnichna-osvita/reforma-profesiynoi-osviti/derzhavno-privatne-partnerstvo-ta-dualna-osvita/dualna-osvita
https://kse.ua/wp-content/uploads/2025/09/Zvit.-Dualna-profesiyno-tehnichna-osvita.pdf

30ipHUK HayKOBHX Npanb

Bun. 2, 2026 YMaHCBKOI0 1epsKaBHOI0 11eJarOrivHOro yHiBepCUTETY

10.

11.

12.

13.

14.

15.

16.

17.
18.
19.

20.

Innovatsiina Pedahohika [Innovative Pedagogy], 58(1), 200-204. DOI: https://doi.org/10.32782/2663-
6085/2023/58.1.41 [in Ukrainian].

NTU "Dnipro Polytechnic". (2021). Laboratoriia mehatroniky ta robototekhniky Interpipe Mechatronic
Labl [Mechatronics and Robotics Laboratory Interpipe Mechatronic Labl]. Department of Electric
Drive. URL: https://elprivod.nmu.org.ua/ua/iml1.php [in Ukrainian].

Lukashchuk, S. (2021). Virtualizatsila yak fenomen osvitnyoho prostoru [Virtualization as a
phenomenon of educational space]. Psykholohichni Perspektyvy [Psychological Prospects], (38), 163—
176. DOI: https://doi.org/10.29038/2224-6525-2021-38-163-176 [in Ukrainian].

SNAU. (2023). Normatyvna baza vprovadzhennia dualnoi osviti v Ukraini [Regulatory framework for
the implementation of dual education in Ukraine]. Dualna Osvita. URL: https://snau.edu.ua/
dual/normativna-baza/normativna-baza-vprovadzhennja-dualnoi-osviti-v-ukraini/ [in Ukrainian].
Pinchuk, O. P., Lytvynova, S. H.,, & Burov, O.Yu. (2023). Bezpeka tsyfrovoho osvitnyoho
seredovyshcha v umovakh vykorystannia khmarnykh servisiv [Security of the digital educational
environment in the context of using cloud services]. Visnyk Natsionalnoi Akademii Pedahohichnykh
Nauk Ukrainy [Bulletin of the National Academy of Educational Sciences of Ukraine], 5(2), 45-52.
DOI: https://doi.org/10.37336/2707-4250-2023-5-2-4 [in Ukrainian].

Verkhovna Rada of Ukraine. (2025). Pro profesiinu osvitu: Zakon Ukrainy vid 21 serpnia 2025 poxy Ne
4574-1X [On Vocational Education: Law of Ukraine of August 21, 2025, No. 4574-1X]. URL:
https://ips.ligazakon.net/document/t254574 [in Ukrainian].

DTEK Media Center. (2023). Proekt DTEK Merezhi «Dualna osvita» sered krashchykh bezbariernykh
keisiv na derzhavnomu portali "Diia.Biznes” [DTEK Grids "Dual Education” project among the best
barrier-free cases on the state portal «Diia.Business»]. URL.: https://dtek.com/media-center/news/dtek-
grids-dual-education-project-is-one-of-the-best-business-without-barriers-cases-according-to-the-
public-platform-diiabusiness/ [in Ukrainian].

Rozlutska, H. M., Nazarov,V.S., & Ivaskevych, V.Z. (2024). Virtualizatsila osvitnyoho
seredovyshcha: dydaktychnyi aspekt [Virtualization of the educational environment: didactic aspect].
Naukovyi Visnyk Uzhhorodskoho Universytetu. Seriia: «Pedahohika, Sotsialna Robotay [Scientific
Bulletin of Uzhhorod University. Series: «Pedagogy, Social Work»], 1(54), 178-183. DOI:
https://doi.org/10.24144/2524-0609.2024.54.178-183 [in Ukrainian].

Rol virtualnykh patsiientiv ta symuliatoriv u symuliatsiinomu navchanni [The role of virtual patients
and simulators in simulation training]. (2021). Akademichni Vizii: Zbirnyk Naukovykh Prats [Academic
Visions: Collection of Scientific Papers]. Vinnytsia. VNMU named after M. I. Pirogov. URL.:
https://dspace.vnmu.edu.ua/bitstream/handle/123456789/7263/Ponb_BipTyansuux_mnamienTis.pdf [in
Ukrainian].

Semenyako, Yu. B., Fonariuk, O. V., & Chornysh, Yu. I. (2022). Khmarni tekhnolohii u zmishanomu
navchanni: perspektyvy ra vyklyky [Cloud technologies in blended learning: prospects and challenges].
Innovatsiina Pedahohika [Innovative Pedagogy], 50(2), 205-209. DOI: https://doi.org/10.32782/2663-
6085/2022/50.2.40 [in Ukrainian].

Spirin, O. M., & Holovnia, O.S. (2018). Zastosuvannia tekhnolohii virtualizatsii Unix-podibnykh
operatsiinykh system u pidhotovtsi bakalavriv kompiuternykh nauk [Application of virtualization
technologies of Unix-like operating systems in the training of bachelors of computer science].
Informatsiini Tekhnolohii i Zasoby Navchannia [Information Technologies and Learning Tools], 65(3),
120-134. DOI: https://doi.org/10.33407/itlt.v65i3.2094 [in Ukrainian].

Khakimova, A. (2024). Aktualni pytannia kiberbezpeky u profesiinii osviti: metody zakhystu
informatsii [Current issues of cybersecurity in vocational education: information protection methods].
Academic Visions, (28). DOI: https://doi.org/10.5281/zenod0.15376086 [in Ukrainian].

AWS Academy. (2024). Amazon Web Services. URL: https://aws.amazon.com/training/awsacademy/.
Azure Lab Services. (2024). Microsoft. URL: https://labs.azure.com/.

Microsoft Source. (2023). Digital fortress: How the cloud protected Kherson National Technical
University during occupation. URL: https://news.microsoft.com/source/emea/features/cloud-data-
resilience-war/.

CEDEFOP — European Union. (2024). Digital media and innovative technology in VET. URL:
https://www.cedefop.europa.eu/en/tools/timeline-vet-policies-europe/search/28138.

217


https://www.google.com/search?q=https://doi.org/10.32782/2663-6085/2023/58.1.41
https://www.google.com/search?q=https://doi.org/10.32782/2663-6085/2023/58.1.41
https://elprivod.nmu.org.ua/ua/iml1.php
https://www.google.com/search?q=https://doi.org/10.29038/2224-6525-2021-38-163-176
https://snau.edu.ua/dual/normativna-baza/normativna-baza-vprovadzhennja-dualnoi-osviti-v-ukraini/
https://snau.edu.ua/dual/normativna-baza/normativna-baza-vprovadzhennja-dualnoi-osviti-v-ukraini/
https://doi.org/10.37336/2707-4250-2023-5-2-4
https://ips.ligazakon.net/document/t254574
https://dtek.com/media-center/news/dtek-grids-dual-education-project-is-one-of-the-best-business-without-barriers-cases-according-to-the-public-platform-diiabusiness/
https://dtek.com/media-center/news/dtek-grids-dual-education-project-is-one-of-the-best-business-without-barriers-cases-according-to-the-public-platform-diiabusiness/
https://dtek.com/media-center/news/dtek-grids-dual-education-project-is-one-of-the-best-business-without-barriers-cases-according-to-the-public-platform-diiabusiness/
https://www.google.com/search?q=https://doi.org/10.24144/2524-0609.2024.54.178-183
https://dspace.vnmu.edu.ua/bitstream/handle/123456789/7263/%D0%A0%D0%BE%D0%BB%D1%8C_%D0%B2%D1%96%D1%80%D1%82%D1%83%D0%B0%D0%BB%D1%8C%D0%BD%D0%B8%D1%85_%D0%BF%D0%B0%D1%86%D1%96%D1%94%D0%BD%D1%82%D1%96%D0%B2.pdf
https://www.google.com/search?q=https://doi.org/10.33407/itlt.v65i3.2094
https://aws.amazon.com/training/awsacademy/
https://labs.azure.com/
https://news.microsoft.com/source/emea/features/cloud-data-resilience-war/
https://news.microsoft.com/source/emea/features/cloud-data-resilience-war/
https://www.cedefop.europa.eu/en/tools/timeline-vet-policies-europe/search/28138

30ipHUK HayKOBHX Npalb

YMaHCBKOI0 1epKaBHOI0 NMeJarorivyHoro yHiBepcuTeTy Bun. 2, 2026

21, APRO International — Apro Formazione. (2024). Digital Twin. URL: https://international.
aproformazione.it/en/international-projects/blog/digital-twin-en.

22, Uddin, M. S., etal. (2025). Effectiveness of virtual laboratory in engineering education: A meta-
analysis. PLOS ONE, 20(1), e0316269. DOI: https://doi.org/10.1371/journal.pone.0316269.

23. SoftServe News. (2023). How IT Education in Ukraine Has Changed Over 20 Years. URL:
https://www.softserveinc.com/en-us/news/how-it-education-in-ukraine-has-changed.

24. Revolware Project. (2024). The Dual Academy digitalization: Case Studies. URL: https://project.
revolware.com/case-studies/dual-academy/.

25. CEDEFOP — European Union. (2023). VET in Europe database: Vocational education and training in
Europe: Poland. URL.: https://www.cedefop.europa.eu/en/tools/vet-in-europe/systems/poland-u3.

26. De Oliveira, M. J. S,, et al. (2022). Virtual Laboratories in Tertiary Education: Case Study Analysis by
Learning Theories. Education Sciences, 12(8), Article 554. DOI: https://doi.org/10.3390/educsci
12080554.

27. Kyiv School of Economics. (2024). Vocational Education and STEM. KSE Research. URL.:

https://kse.ua/kse-research/vocational-education-and-stem/.

Cmamms naditiwna oo pedaxyii 14.05.2026 p.
Ipuiinama oo opyxy 26.05.2026 p.
Onyobaikosano 27.05.2026 p.

This work is licensed under a Creative Commons License Creative Commons Attribution 4.0 International
(CC-BY-4.0).

ISSN 2307-4906

218


https://international.aproformazione.it/en/international-projects/blog/digital-twin-en
https://international.aproformazione.it/en/international-projects/blog/digital-twin-en
https://www.google.com/search?q=https://doi.org/10.1371/journal.pone.0316269
https://www.softserveinc.com/en-us/news/how-it-education-in-ukraine-has-changed
https://project.revolware.com/case-studies/dual-academy/
https://project.revolware.com/case-studies/dual-academy/
https://www.cedefop.europa.eu/en/tools/vet-in-europe/systems/poland-u3
https://www.google.com/search?q=https://doi.org/10.3390/educsci12080554
https://www.google.com/search?q=https://doi.org/10.3390/educsci12080554
https://kse.ua/kse-research/vocational-education-and-stem/

